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What is Honeypot ?  

Lance Spritzner defines Honeypot as: 

“a security resource whose value lies in being 

probed, attacked or compromised”  
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Honeypots 

A honeypot is a computer system that 

is set up to act as a decoy to lure cyber 

attackers, and to detect, deflect or 

study attempts to gain unauthorized 

access to information systems. 
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The prompting behind Honeypot 

The encouragement behind Honeypot is providing a secure 

network of networks which is Internet. 
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there will be 

more than 

3.8 Billion 

internet users.  
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The aim of this paper 

The main idea behind this paper are to make a 

comprehensive and analytical review on the low 

and high interaction Honeypots. 
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As a matter of fact, the community doing research around 

Honeypots focuses on comparison of Honeypots within a 

single aspect of Honeypot whether it is Implementation, 

effectiveness or limitation. 
 

 Author believes that there are no critical review done 

which contain all the above mentioned aspects of 

Honeypot, hence makes a gap in this research area. 
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Honeypot Architecture 
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Honeypot Types : Low Interaction Honeypot(LIH) 
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Honeypot Types : High Interaction Honeypot(HIH) 
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Comparison between Low and High interaction 

Honeypots 

Categories Low Interaction High Interaction 

Implementation Simpler, easier to deploy Complex , difficult to deploy. 

Effectiveness/ 

Performance 

Failure is more, doesn’t 
cost much. 

Failure is less, much costly when 

fails. 

Limitations Not provide enough 

information on attacker 

Collects sufficient information 
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Conclusions  

 Honeypot is one of the significant tools used for detecting 

intruders 

 

 In terms of implementation, HIH are complex and difficult to 

deploy, while LIH are easier to build 

 

 When failing, HIH costs the entire system while LIH costs less. 

 

 The information gathered by LIH is more limited than the one 

collected by HIH. 

 

 The analytical comparison in this paper opens the door for 

researchers as a future works to implement or improving any 

type of Honeypot. 
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